MudopmaloHHbIe MaTepHalibl
no npoguaaKTUKe npecTynIeHui, COBEPUIEHHBIX € HCIO0JIb30BAHUEM
uuq)opMauuonno-TeneKOMmyHnKalmonglx TEXHOJIOT Ml

K wmambojee pACIPOCTPAHCHHBIM BUJ@AM MCTAHIMOHHEIX ~MOIICHHIYECTE,
COBEpIICHHBIX Ha TeppUTOpHH T. Canxr-IlerepOypra 1 JleHuHrpajickoil 00IacTy,
OTHOCSTCA:

- «puumHr» — BALX [CTAHIMOHHOTO MOLICHHHMYECTRA, MPH COBEPIICHUM
KOTOPOTO  370YMBIIIICHHUKA (8 xome TenehOHHOIO pasroBopa, MOCPEACTBOM
HATPABICHUS JIEKTPOHHOTO  IHMCHMA AT CMC-COOOIIEH)S) TOIy4atoT JIHMIHBIC
KOH(UICHIMATbHBIE JAHHBIC O GaHKOBCKOW KapTe, HOMEpE CUeTa, JOTHHDL 1 naposu
o BXoJa B MHTEpHET-0aHK, @ TAKKe IMapoid Ge30IacHOCTH, ITO3BOJIAIONINE
IPOU3BECTH CIMCAHNC HAXOAIMXCS Ha OAHKOBCKOH KapTe JEHEKHBIX CPEICTB.
JKepTBaMu yKa3aHHOTO BHIA MOIICHHNYECTBA 3a9acTyl0 CTaHOBATCA He3alHIIeHHbIS,
ManooGpasoBaHHbIe, [OBEPIHMBEIE  CIIOU HaceneHus. IIpelCTaBILICh —3a9acTyro
COTPYIHUKAMH KPEIUTHBIX OpraHu3aIyii, MPECTyIHAKA BBOIST B 3a0IyKIEHUE
rpaskIaH OTHOCHTEIBHO COBEpIIAEMBIX HeCaHKIMOHUPOBaHHBIX CIMCaHMi ICHEKHBIX
CpeICTB, OCYLIECTBIICMbIX MOKyIKax ¥ T.IL, Mocne Hero IpOCAT Ha3BaTh
KoH(UIeHIMATbHEIC CBEICHAT C Menbi0 TpecedeHust BO3MOXKHOTO COBEPIICHUT
npecTymienus. ['paxpuane, NOBEPAA TOIyJeHHOH HHbOpMAIMH, KENad 00€e30MacUTh
cpoW  JEHEeXHble ~cpenctsa  OT [IPECTYNHBIX ~ MOCATaTeIbCTE, COOOIIAIOT
sarpalMBacMyro MH(QOPMAIHMio, B pe3yibTaTe 4ero 37I0yMBIILUICHHUKA TIOXUIIAOT
[IpUHAIICKAIIIES UM ICHEKHBIC CpeNCTBa.

- «(apMHHD» - TPOLIETypa CKPEITOTO HAT[ABIICHUS Ha JOXKHBIA IP-ampec, TO €CTh
HampaBJcHIe IONIB30BATENA Ha UKTUBHBIA BEO-CAlT, Malle BCCTO JICIIONB3yEMBIA
s mpuoGpeTeHus TOBapoB M yCIyT (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KyIIAHATOP, Kacchp.py, Guerep, CafThl MO TPOAAKE 6uIeToB Ha K/ H
ABMATPAHCIIOPT H 1P.);

- «BO¥HAs TpaH3aKuus» (IpH OIIATe TOBAPOB ¥ YCIyT IpOJaBer coobmraer 00
ompbKe, IpeanaraeT MOBTOPHUTH ONEpariio, a B TanbHEHIIEM JEHEXHBIE CPCACTEA
CIIMCLIBAIOTCS ABAYKIBI IO KAXKIOU U3 IMPOBECHHBIX oIeparyi)

- TpamIAHr (MAHHITYJIIHH C KapTpuaepoM O0aHKOMATOB, TO3BOJIAIONIHE MO0
He BO3BpallaTh KapTy BIAICIBIY, 60 CIOMCHIBATH BCE JAHHBIC KapTel UL
JTaTbHEHIIEero uxX JICTIONIB30BAHNS).

1. OcHOBHBIE CXeMBI TeJIepOHHOTO MOIIEHHUYECTBA:
1. O6Man 1o TenedoHy.
3pomoOK CcOTpyIHMKa OaHka - KOTZa HEeW3BECTHBIA IIPENCTAaBILACTCA
COTPYIEMKOM CILy’KOBI 6e30aCHOCTH KaKoro-muoo 6aHKa u coobOmaer, 4To ¢ Bamero
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6aHKOBCKOTO CU€Ta MPOUCXONAT OmNepariy 10 HECAHKIHOHUPOBAHHOMY CIHMCAHUIO
EHEeXKHBIX CPEICTB, W B HEILIX Ge30MacHoCT  cdeTa IMpeaIaract IICPEBECTH
cOepexeHus Ha «pe3epPBHBII) M «6e30macHBIy cueT. PacnpoCTpaHCHB ciiydae
coobueHHs nHbopMAa 00 othopmieHuy Ha Bac kpenuTa 1 Heo6XO0TUMOCTH IIPOUTH
B MPUJIOKCHUU onjaiig-banka 10 onpeneIEHHON CCBUIKE IUI1 €ro aHHyIUpOBaHUIA
(BBLITIOJIHUTD UHBIC WHCTPYKLUHH).

3BOHOK COTPYIHMKA IPABOOXPAHUTCIBHEIX ODIAHOB - KOIJA HEM3BECTHBIH
TPEICTABIAETCS  COTPYIHUKOM [OMMLMN, ciemopareneM W T.J. U co00IIIaeT, YTO
IPOBOMHTCS CHELONepalus 1o [TOUMKE MOILIEHHVWKOB ¥ Ul OTOro0 HE00X0IUMO
TIepeBeCTH ICHPIU Ha «creruanbHpli» cgeT. [lpn 5TOM TpebyeT He 3BOHUTH B 0aHK,
TaK KaK COTPYAHUKM OaHKa 3301HO C MOIIEHHUKAMH.

Bail DOXCTBEHHUK, MO0 OIM3KMH YCIOBEK moman B _Oeny (HampuMep,
MaIIuHON COMJI YeloBeKa WM obBHMHSETCS B COBEpIICHUN IpecTyIUieHus), M
jafepKaH COTPYIHMKaMM IO, 4 HewsBeCTHBIM cooOmaer, €0 I
OCBOGOXKIEHNS HEoOXOMMMO [EpPeBECTH Ha CHET JeHEeKHbIe CpEeNCTBA oo At
IPUMUPEHHA C MOCTpaJaBIIM 6o B KadecTBE B3ATKH COTPYAHMKAM TOJTALIAH.
B03MO>KHEI BapUaHThI, IPH KOTOPHIX B pasroBope MOXKET TPUHATH ygacTHe AKOOBI
COTPYIHUK ITOJUINH, KOTOpBI# 6yeT MOATBEPHKAATh CKA3aHHOC.

BAJKHO: Drto 3BOHAT MOLICHHHKU (mecMoTps Ha TO, HTO
OTIpe/ICIUBIIMHCSA HA tenedoHe HOMEP MOXKET COOTBETCTBOBATH HOMEPY Tenedomna
GaHKa WM OPABOOXPAHUTENbHBIX OPTaHoOB, 3auacTyio — MOCKOBCKOTO PErioHa (499,
495... ¥ T.I.), TaK KaK IpH MOMOIIH CIIeIHAIBHBIX YCTPOHCTE MOIIEHHMKH MEHIOT
HOMepa Ha aOCOIIFOTHO moGoii HOMep — TaK Ha3blBacMble IOAMCHHBIC HOMEpa),
COTpYHMKY GaHKOB HMKOT/A HE 3BOHIT cBOMM KIIMEHTaM, U TeM Ooree, HUKOTA HE
TpeGyrOT IepEeBONUTE C IUIHOTO CIeTa nensru. [IpeacraBUTeNH IPaBOOXPAHATETHHBIX
OpraHoB MOTYT 3BOHMTB TOJBKO JUIA BLI30BA B TIOMEIIEHWS NPAaBOOXPAHUTENLHBIX
OpraHoB C [ENbI0  TOIyHeHUT oGbSCHEHN, HMCTpeOOBaHUsS JOKYyMCHTOB IO
HAXONANIAMCS B TIPOM3BOJICTBE YTONOBHEIM JCIAM ¥ MaTepuaaM IMPOBEPOK.

IIpu TOCTYIIEHWH TaKOTo 3BOHKA HEo6XOMIMO TIpepBaTh PasroBOp M
ePe3BOHUTE TOMY, O KOM HICT PEUb, nmu60 B yKa3aHHBINA rOCYJapCTBEHHBIH OPraH NI
KPEIUTHYIO OPraHu3aliio A TIepenpOBEPKY HH(HOPMALTIHL.

2. O0MaH npy NOKyMKe (mpopa:ke) TOBapa Ha MHTEPHET cairax.

[Ipemomnara 3a HeCYLIECTBYIONMHI ToBap - MOMACTCHA 00BABICHHE HA
BOCTpeOOBaHHBIA TOBAp € TIPUBIICKATEBHOM meHo  (HMKE PBIHOYHOM)  ©
IPIOKCHIEM HEHACTOSIIIX dotorpaduii. B xome OOLIEHNS KIIPOAABEID YKIOHACTCA
OT BCTpEYH BBUAY JKUTCHCKHMX HPUTIH (HeT BpEMEHM, 3aHATOCTh Ha pabore,

JlokyMeHT co3paH B aneKTpoHHoM dopme. Ne Q%%WM@@B%M.WMWWMMMW%W T neAmwTbe
Crpannua 3 u3 8. CTpaHuua cospana: 06.08.2022 14:66 @ Pt



yIAIEHHOCTh PACTIONIOKEHHS) ¥ IPENIAracT OIIaTHTE ToBap OE3HAIMIHBIM ILIATEKOM
C TapaHTUPOBAHHON OCTIEAYIOEll TOCTABKOK 4epe3 Kyphepa, HO II0CJIE MOIy4CHUA
J(eHeT, IPOJIABEL- MOIICHHNUK IIEPeCcTacT BEIXOITE Ha CBA3b.

Ongjara MyJsDKa IO IIOYTC HAJOKEHHBIM ILIATEKOM - 3JIOYMBINUICHHUK
OBITAIOTCS BHaA4YaJie 3ar0JIyduThb npenoIaty Ha JoBepuy, ¢CIH He Iojyd4aercs, TO
npeaiararoT [IOJIy4YUTE 3aKas Ha IIo4Te, a IIOTOM paCHJ’IaTI/ITBCSI. To ecTths Ha TOYTE
nepen BI:-I,Z[&‘-IGfI 3aKa3a BO3bMYT JCHBIA B pasMmepe ero CTOMMOCTH, a IOKYIaTciib
BCKPbBIB YIIaxKoBKY, BUIUT NOAJCIKY MM MYJLIK.

[ToKyIaTenb CIpAIMBacT HOMEP KapThl U KOJ M3 CMC - no Bamemy
0ODBABJIEHHUIO O IIPOAAXKE TOBApA B MHICPHETE BaM mO3BOHMM ITOKYTIATENb ¥ IOIPOCHIL
COOGIMTD PEKBU3UTHI OAHKOBCKOM KapTel (mpeBapUTEebHO  BBIACHMB HOMED
teneoHa K KOTOPOMY TIPUBsI3aHa KapTa) U CMC-KOJI, YTOOBI MEPEBECTH ACHETH, SIKOOBI
3TO HYXKHO I OaHKOBCKOTO IEPEBOIA. Ha camoM Hejie 3TO MOIIEHHMK, KOTOPBIA
[EITaeTCs BOMTH B JIUYHBIA KaOMHET OMIaliH-0aHKa ¥ CIIHACATh BCE JACHBIU C Bamero
cyeTa.

BAJKHO: OmnaurBaiiTe TOBap TOJBKO MOCTIE €T0 MOMyHCHIA 1 TIPOBEPKHU
{ He OTIpaBlsiiTe IEHBIH B KadecIBC 3aJI0Ta (3amaTka). [ mepeBoia JCHEKHBIX
CpEICTB JOCTATOYHO HOMEpa tenedoHa U JPyror JOTOJHHATEIbHON HHPOpMAIM He
TpebyeTcs.

3. TeaedonHbie BUPYCHI.

Ouenb YacTO HMCIOMb3yeTcs GpopMa MOUICHHUHYCCTBA € HCIIOJIE30BAHIEM
TeneoHHbIX BHpycoB. Ha tenedon aboHeHTa MPUXOMUT cOOOIIeHNE CIENYIOIIErO
Buma: «BaMm IpHUILIO MMS-coobmerue. s MOXydeHHs HPOMIUTE MO CCBUIKE...».
IIpu mepexoje 1o yKasaHHOMY afpecy Ha TeeOH CKauMBAETCs BUPYC ¥ MPOMCXOIHT
CIMCanye JEHEKHBIX CPEICTB C BALIETO CUETA.

Jlpyroil BUI MOIIEHHNIECTBA BBITIAMUT TaK. Ilpn 3aKase Kako#-1uoo
yCIyTd 4epes AKOOBI MOOGHILHOTO OIEpaTopa WX NpH CKaIMBaAHNN MOOHMIIBHOTO
KOHTEHTA a0OHEHTY IPUXORUT MPEIYNPEKACHIC BAA. «BBI cobupaeTech OTIPABUTH
coOBIIeHNe HA KOPOTKHE HOMEp ..., LA IHMOATBEPHACHHA omeparyy, OTIPaBBTE
coobmenue ¢ udpoi 1, s OTMEHBI € mdpoit 0». IIpu OTIpaBKe MOATBEPIKICHIA,
co cyeTa aOOHEHTA CIVCHIBAIOTCH JCHEXKHBIC CPEICTBA. MOIIEHHUKA HCIOTIB3YIOT
CIIeMabHEIE TPOrPaMMBI, KOTOPBIC MO3BOJIAIOT ABTOMATHYECKU T'CHEpUpOBATH
TRICSAY Takux coolmienuit. Cpasy mocne ImepeBoa NCHET Ha (papIIUBLIA CYET OHU
CHUMaIOTCS ¢ TenedoHa.
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BAJKHO: He cnemyer 3BOHUTH IO HOMEPY, C KOTOPOTO OTIPABJICH SMS —
BIIOJIHE BO3MOYKHO, YTO B 3TOM CIydac € Bamero tenedona Oyaer aBTOMATHHECCKU
CHATA KPyTHAs CyMMa ¥ IEPEXOMUTE T10 COMHUTEIHHBIM CCBUIKAM.

4. Omm6o9HbIA NEPEeBO] CPEACTE.

AGOHEHTY HOCTYNAaeT SMS-coobmmenre O MOCTYIUICHHH CPEe/CTB Ha ero
CueT, IePeBEICHHBIX C IOMOIIBI0 yCIyTH «MoGunpHbI mepesox». Cpasy mocie 3Toro
[OCTYIAET 3BOHOK M MY’KYHHA (MMM JKCHIIHHA) coofmaer, 9To OmuOOYHO NMEPEBLI
JeHbT Ha €ro CYeT, Ipu STOM HPOCHT BepHYTh UX OOPAaTHO TEM XKC «MOOUIBHBIM
nepeBoJoM». B IeHCTBATEIBHOCTH JeHpTM HE IOCTYHNaroT Ha teneoH, a YETOBEK
[IepEBOIAT CBOM COOCTBEHHBIC CPE/ICTEA. EcJiv II03BOHKUTE TI0 YKa3aHHOMY HOMEpY, OH
MokeT GBITh BHE 30HBI JocTyma. Kpome Toro, CYIIECTBYIOT TaKue HOMepa, IpH
OCYIIECTBICHN] B5I30Ba Ha KOTOPBIC © TeeOHA CHUMAIOTCA BCS CPENICTEA.

BAYKHO: Ecnu Bac mpocsT nepeBecTi JKOOBI OIIMOOYHO IIEPEBEICHHYIO
CyMMy, HAmOMHHTE, H9TO AN ITOTO pcmonp3yerca dek. OTIropopka, HIo «Hek
TIOTepSHY, CKOpee BCEro, CBUNETENBCTBYCT 0 TOM, 9TO ¢ Bamu 00IIaeTcs MOIIEHHIK.

MOINEHHAYECTBA C BAHKOBCKAMMW KAPTAMA

BaHKOBCKas KapTa — 3TO HHCTPYMCHT [UIA COBEpIIEHMs IUIATEKEH H
NOCTYNa K HaTAIHBIM CPENCTBaM Ha cuére, He TPeOYIOWiL JUTs 9TOTO NPHUCYTCTBIAL B
6amke. Ho mpocToTa MCIONL30BAHMA 6aHKOBCKAX KapT OCTABIIAeT MHOXKECTBO JIA3CCK
7151 MOIIIEHHUKOB.

ITpu npoBeCHUH omepaIuii ¢ KapToi TONE3yUTECH TOIBPKO TEMHU OaHKOMaTaMH,
KOTOpBIE PACTIOTOXKEHBL B GesomacHBIX MecTax U 000pYyHOBaHSI CHUCTEMOH
BHICOHAOMIONEHYS U OXPAHO!: B TOCYAPCTBEHHBIX yUpeXIeHUX, OaHKaxX, KpyImHbIX
TOPTOBBIX LIEHTPAX U T.1.

Cosepiias omepanuu ¢ [TaCTHKOBOH KapTOif, CIEMTe, YTOOBI PANOM HE OBLIO
TIOCTOPOHHUX JIFOIEH. Habupas [THH-xox, IPUKpBIBAiiTe KIABUATYPY PYKOA.
PeKBU3UTH 1 JF00ast TIpoyas HHPOPMAILL O TOM, CKOJIBKO CpeIcTB Bbl CHAIA U KaKue
1 pH1 BBOIWIA B OaHKOMAT, MOTYT GBITh MCITOIB30BaHBI MOIICHHUKAMH.

OGparaiiTe BHUMAHVE Ha KapTONPUEMIIK 1 KIaBuaTypy OaHxoMara. Eciu oHHI
000pyIOBAHBI KAKHME-JIHO0 JOTIOTHUTENLHEIMA yCTPOHCTBAMH, TO OT MCTIONTb30BAHS
JAHHOTO OaHKOMATa IydIle BO3ACPKAaThCA 1 COOGIIUTh O CBOMX IIOHO3PEHUIX IIO
yKa3aHHOMY Ha HEM TenedoHy.

B ciygae HEKOPPEKTHOH paboTsl GaHKOMaTa — CCIH OH IONroe BpeMs
HAXOMUTCS B PEKUME OXHMIAHUL I CaMOIIPOM3BOIBPHO [IePe3arpyxaercs  —
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OTKA)KUTECh OT €ro  HCIONb30BAHMA. Bequka BEPOATHOCTb TOTO, HTO  OH
IepenporpaMMHIpOBaH 3JTOyMBIIICHHUKAMIL.

Kax o0e3onacuTb ce0s1 OT MOWIEHHUKOB:

1. TIposepsiite MHHOPMALIHIO, TIONTy4EHHYIO B X0/ Tene)OHHOrO PasroBopa N MHTEPHET
IepemucKd € HEM3BCCTHRIMH (oHH MOTYT TpPEACTABIATECA COTPYIHUKAMH
IPaBOOXPAHUTENIBHBIX OPTatoE, IIPEACTABUTENSMH KPCAUTHBIX opraHu3aImi).

2. YCTaHOBUTH Ha TeneoH (KOMITBIOTEP) ~ COBPEMEHHOC NMULIEH3UPOBAHHOE
AHTUBUPYCHOE MPOTPaMMHOE obecriedeHue.

3. He ycraHaBIMBanTe 1 HE coxpausiite 6¢3 TIpeIBapUTENHHON TPOBCPKH AHTUBUPYCHON
mporpaMmoit  haiisl, TONYHCHHBIC 13 HEHAIEKHBIX HCTOYHHUKOB. CKaYaHHBIE C
HeM3BEeCTHBIX CAfTOB, IPUCIAHHBIC IIO 3IEKTPOHHON [0uTe (TIONO3PUTEIBHBIC atiel
nydiie cpasy YIAILATH).

4. Vcmons3yiiTe [apoy He CBA3AHHBIC C BammiMu nepCOHAIBHBIMY JAHHBIMH.

5. Hu mpy Kakux 00CTOATENHCTBAX HO coo0maiTe peKBU3UTHI CBOMX OaHKOBCKUX CUCTOB
(xapT), MapoJyu 1 APYTYIO [IepCOHABHYIO uH(OpMALHUIO.

6. IlocTaBbTe IUMUT HA CYMMY CIMCAHMIA WM TIepeBoa B TNTHOM xabuHeTe OaHKa.

7. TIo BceM BO3HUKAIOLIIM BOIIPOCAM oGpamaThes B OaHK, BBIJABIIMA KapTy.

3. He BBITIOJIHATH HUKAKHX CPOYHBIX 3aIPOCOB K JeHCTBHIO, B TOM JHCIE IO YCTAHOBKE
KaKuX GbI TO HY OBLIO IPHIOIKCHMH.

9. He nepexomuTh HU 10 KaKAM CCBUIKAM, KOTOpBIE IPUXOMAAT Ha e-mail wm no SMS.

10.006pamars Ha BCC coobuenrs OT Oadka (Hampumep, — CCIH OHM cojepxat
rpaMMaTHYECKUe OIINOKH).

11.He nepe3BanuBaTh 10 HOMEpaMm KOTOPBIC TIPUXOMT Ha e-mail i 1o SMS.

12.IlepenpoBepsiiTe MOMIMHHOCTE MHTEpPHET-CafTOB, Ha KOTOPBIX OCYIIEeCTBJIICTE 3aKa3
TOBapA.

BymbTe OauTenbHb!!
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